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REPRESENTATIVE MIKE ROGERS (R-MlI): | call the @mmitteeto orde.

We've got competing heaings with sorre of our membes. Theell bemenbers comingin and
out duringthe @urseof the meding.

Admiral, we appreciate you beng here today.

The Houselntelligence Committee meds today in open sessiond convene a hearing on the
advanced cyberthreds fecing the United Sttes, @ well as orgoing efforts to protet our ndion
and oureconony from thesedangerous theds.

Our witness fortoday's heaing is Admiral Mi ke Rogers, tre commande of the US. Cyber
Command and director of the Nationd Seaurity Agency. And & we have said multiple times,
were - you @n't have enough Mike Rogers in the ndond seairity spae, | think.

Admiral Rogers, we appredate you appearing before us bday.

As theCongess coms o aclose,l wanted to tak this opportuniy to talk with the Amelican
people onemoretime about one ofthe mossignificant national threts that we face | was a
membe of the HPSCI for severa yeas bdore | becane charman, and | had the oppdunity to
see those gberthredas giow in volume and complexity over tha time.

As | took hegaved ascommitteecharmanin 2011, | was detemined to do whal could do b
hdp American companie dehwith thesehreats. And Dutt Rupersbeger and | sat dowm to
try to, | think, aaft a measurethat delt at least with a significant portion ofthat poblem in a
cybershaing bill.

| stated talking publicly in as gea a cetail as posible about he @untrieslike China and Iran
that wee preying on American compania. | wanted to rase avareness anong companies béng
targeted, and also advacethe déae about wha the United Sétes government neds b do to
address hesethreats.

The highlight of that &fort for me was the committeés Cctobe 2011 opean hearing on ¢/ber
where both heranking membe and | cdled outthe Chnesegovernment for its indwstrialscale
campapgn of cyberemnamic espiorege aganst American companies.

Thebrazen Chinesegovernment canpagn was nosecet in the Lhited Sates government or the
private-sector cybersecurity community. But no ane was talking about it pubicly at that time.
The United Sates was urwilling to cdl Beijing to acount, andJ.S. compaies eaed the
Chinesegovernment woud punish tiem with crushingcyberattads for having that publc
debae.

After we opened thet delate hee and clled Chinaout, wewere able to hae an honest
conveasdion with the Ameirican people about he ®st of ths Chinesecampagn and whd needs
to be donebout i.



Chinas economc cyberespiorage has certainly nat diminished in ba time. In fact, it's grown
exponentialy in terms ofvolume and danage dore to our ndion's emnomi future Chinese
intelligence services thatcondud theseattadks have little fea, because we have no padicd
deterrence to tha threft (sic) - that thet.

This problen is notgoing away until that changes. Chinas economic cyberespioregeis nd the
only threat we facenow. Iran laurched vey chdlengng distributed denial-of-sevice atads on
our finangal networks in2012. Wth the DDOS tadic -- isn't -- it's notanew, and its certainly
not the mostsophsticated ofattadks. Thescde and sped of which thishgppeneal was
unpreedented and medethe dtadks vey difficult to defend against A sophisicated vius widel
attributed in the press b thelranian government also wiped out nore than 3,000 omputrs & a
Saudi Arabian stateoil compary, Aramco.

There has bea alot of tdk overtheyeas aout hypothetia dargers d a cyber Peal Harbor,

and its certainly becomea bit of aclichéin cyberseaurity circles.| would ague, however, tha

the thea of a catastrghic and danaging cyberattad in the United Sétes citical infrastrudure
like our pwe or finanda netwoiks is acualy becoming less lypothetial every day.

Thelranian atadk on Saudi Aramco is aclea example that ouradversaries have the intent ad
cgpability to launch damaging attadks. Moreover, there are growing reportsof atempts to lreach
the néworks andindustrial control systems of oueledric power operatorsand aitical
infrastrudure opeations.

Foreign cyberadors ae probing Americans critical infrastrudure networks and in ®me @ses
havegainedaccess b tho® control g/stems. Trojan hoise malwae that ha been dtributed to
Russa has bea deaectedon indugrial control softwae for awider range of American critical
infrastrudure systems tiroughout he @untry. This melware can beused to $wut down vidl
infrastrudure like oil and ggs pipdines, powver transmisson gids and waer distribuion and
filtration g/stems.

Not avare of acaseyet where hadkers gainedaccess b oneof these systems and usgit to caise
damage to Ameican citical infrastructure, butl wouldnt take muchcomfort in tha.

| believe ouradvanced nation stte alversaries have the dility to cause seh damage. These
naions hd astrorg motve & this moment to conducsuch a atadk and ae deterred only by
the fea of U.S. radliation. Ourcritical infrastrudure neworks are extremely vulneiable to sub
adamaging attadk, and we can't count ona deterrence if we'realready in an adversaial postion
with a ndion like China orRussa. And we can't count on hefad tha lessrationd actors mght
also gain access b tho= critical systems.

It's nothard to undestand how dificult it would beif the powe or the water was shutoff, but
imagine if one of ou adversaieswas ableto shut down key American finandal transactions.
Econony would giind to a hdt. Even wose, imagine if aforeign cyberattadker dtered or celeted
key finandal transadion data so that w couldnt verify account balaces orwha compaies ove
eat othe from dg to day. It certainly would bechaos.



Most of our critical infrastrudure provders ae doing their best to bdter seaure their networks.
But if they get attacked by an adversary with the resoures and apabilities ofanaion stte like
China orRussa or Iran, it catainly isnt afarr fight.

The U.S. gvernment hasan obligation to helpthe private sedor by shering this threst
information about potentiattadks bdore they happen. Glad wehad the opprtunity to tak to
the Ameiican people todiy about this vital issie I'm hoping that ths heaing can hdp focus
membes' atention on ths issue ad the ned to pas gberthrea information-shaing legislation
before the end 0f 2014.We mustberealy for a damaging cyberattadk against ou critical
infrastrudure. If the Senate doe notact swiftly, both hougs of Congesswill have to sert from
saatch rext yea, moving new bills. Given the gberthreas weface this could be a
unnecessay and dangerous dday when we are soclose to aregreement tha proteds privay and
our econony and ou naional seurity.

Again, Admiral, thank you for bang here. And | want to now tun it over to the anking membe
for any remarks he'd like to meke.

REPRESENTATIVE CA. "DUTCH" RUPPER8BERGER (BMD): Wdll, first, Mr. Charman,
thankyou for having this ope hexring. It's important tha we let the Anerican people knav how
saious ths gyberthred is.

| thankyou, Admird Rogers, for appearing before us bday. You hare atremendous job. Yore
ready for thejob. | knowthatyou've been in, whet, six morths nav and -- about £ven monts,
and were ready to work with you to nmake sure you et theresources you reed to protet our
country from thethreds tha were talking about.

This commiteehas be@ sounding the darm on thecyberthreat for yeas and has twiceled the
Housepassaye of critical cyber legislation. But the threat has not wited on the il Congess b
ad.

In 2012we warned of the coming danger as a hge Saudi oil company -- and the diarman
referred to this o in hs commets -- Saudi Aramco suffered adevastating cyberattadk. The
virus or malwae erased daia on 30,000 ofhe ®mpary's compugers, repladng it with a pidure
of aburnng American flag.

Then the thea hit our shoes. We continuad to wan as ¢yberattadks hit the United Sétes,
government computes, induding a the Department of Defense, the US. Sentenang
Commisdgon, the US. Treasuty -- and it goes on.But sill thefull Congess dd not at.

Thethreat then spead further, nowto our pivate neworks. Tage was stuck -- or Tar-Jay (ph).
Then & our lanks, PMorgan was -- were -- was ht as wdl as Visa ad theBank of America. In
FY 2012, Departmert of Homdand Searity respondeé to 198 gberincidents acoss citical
infrastrudure sed¢ors.And of these 40 p&cent were in the enegy sedor. The enegy sedor
continues to kea thebrunt of ourcountly's gyberattadks because hackers recognize that the
energy sector is our ourtry's Achilles hel.



Theeffeds ofan atadk would send asho&wave throudh oureamnony. Ranembe how a single
fallen tree in Ohio ba& in 2003triggered abladout for nearly 50 milion people Just tink
about wha a g/berattadk would do.It could be etastrophic.

We're watching the thea grow and spred. Attadks have hit the Séte Departmert and théWhite
House. Thalange is notwaiting. So what's the till Congess wating for? Thanks b Chairma
Rogers leadership and the -- this bpartisan @ommittee the Hbusepassed is o/ber legislation.
This legislation would fx adangerousggp in ourndaion’s cyberarmor, the nability to stare
threat information betveen the public ad pivate sectors.

The private setor ownsabout 80 perent of thelnterng, which m&es it difficult for the
government to hdp protect our neworks. Rght now if your houseis broken into, you all 911,
and the ops ®me.But if a ompary gets gyberattad<ed and billions of dollas ae stolen --
which ha hapenead in the United Sttes, ad it is happaing -- they can't call a og/ber-911 linein
the sane way.

On theotherhand, thegovernment may have cyberthrea information. But currently thee's no
legslative framework in place to share it with the private setor. It's like bang able to se
Hurricane Sandy heading up he East Goast butnot beingable to warn anyonethat its comiry.

Tha's whet our g/ber legislation does. It erables his cudal two-way information $aring of
cyberthrea information.It's the @saiption of theburdar. It's the trgedory of thecoming storm.
That's whet's beirg shaed, not privae information.

The Senate ha its own gber legislation, which is very similar to ouss butwhich ha notpassed
the ull Senate. Charman Rogers and | have been working very closely with Charman -- with
Senaor Feinséin and Seaor Chamblss on heseisaues in the Senae. We ne=d to nove quickly
to recondl e thetwo -- thesetwo issues ad pas his legislation. Thethreat is notgoing to wait.

So thankyou, Admird Rogers, to takethe time today to come béore us alout the g/berthrea.
And Chaiman Roges, aain, thank youfor having this ope hearing so ha we can educate our
American citizens on his threat and vhat we need to do.

Thank you.
REP. ROGERS Thank you vey much.

Admiral Rogers, thefloor is yours. Welcome and it's good to know in eaven monhsyou haven't
bumped into aything too significant. So congatulations

ADMIRAL MICHAEL ROGERS Wéll, Charman, thankyou vey much.Vice Charmanand
membes ofthe @mmitteg thankyou for the opportunity to talk to you taday onatopic that
clearly is of aitical importance to the nation and d critical importance to each of here today.

I'll keep my opening remarks vey shat, as| -- and | think the inteadion between us wil
generate thegredest vdue.



| would s#rt by first thanking Representative R@ers for your time, and this will bethe lasttime,
| suseda, tha I'll betestfying before the committeeduring your tenure as the chaman And |
justwant to sa thankyou. | thankyou & wdl as your fellow leadership with Repesentative
Ruppesbeger on thetruly nonpatisan rature thatyou have creded.| think thats agrea
example for dl of us.It serves the rtion wdl. And as an indivdud tha interads with your
committeeon aregular basis | thank you for tha. It certainly makes nmy job beter and, | think,
easier. And | think moreimportantly it gets o beter solutions, whichl think iswha we are al
about no natter where we are in this room.

| would s#rt out by highlighting I dorit think there shoutl beanybodys mind that the
cyberchall enges we're talking about ae not theoreticd. This issomnething red tha is impacting
our retion and tho® of our dlies and friends eery day. And it is dongit in a meningful way
that isliterally costing us hundrds of bilions d dollars, that § lealing to areduced snse @
security and that ha thepotential to éal to truly significant, amost caastrophicfail ures if we
dont take adion.

It also hghlights © dl of us,l think, that thee is noonesinde group orpaty -- party in the
sense @& whetherit be government, wheher it be the private setor -- the challenges hee are so
broad that the idathat one setor oroneindividual olganization isgoing to sdve this | just
dont think is redistic. It is going to take atrue patnership ketween the private setor, the
government and academiato addess hechdlenges wehave.

| think the work tha you havedoneon the égislative side is citically important, be@usewe
need alegd framework tha endles us to raidly shae information, matineto maciine and at
madiine sped, between the pivate sector and thegovernment, and do itm away that povides
liability protedion for the corporate setor, & well as ensung that the vey valid concernsabout
privacy and civil liberties ae addressed.

| think we can do thatl think youve dore that. The chdlenge dealy is adieving the poliica
will and the poliical cons@sus b pass ha. | leave that up toyou fine women ad wome. Wha
I'll try to foaus on 8, sowha dol think within the edm of responsbility of U.S. G/ber
Command and the Nitiond Seaurity Agency? Wha do weneed to be dang?

In my ha as the Nitiond Seaurity Agency - I'll talk ebout hat first - primary roles for us, b
ensurethat we are generating insights hat aid thepublic sedor as well as govenment- the
private sedor as wdl as government, in tems ofwhat's the cyberthrea out there. Wha's coming
at us? How can wegive timely advance information that hp usbein a paition to respond ad
defeat thoseefforts geting into oursystems, whiher tha be on theprivate side orin the
government?

In addition, NSA has a pimary role in ensuing its information assuance expertise is &ail able
to help bothlie government and theprivate dor in deending its g/stemsand generating the
standadsand approahes to howyou ddend cgpability and ensuring that aur expertise is
available to hép.



From the US. Cyber Command peaspective, threeprimay missons forus Numberone to
defend ourdepatmert's network. So | find myself, as mary people do,just as theprivate setor
does, jug as may othe elements n the gvernment responsble for defending the g/ber
infrastrudure of alarge global oganization.

We're taking a seres of geps in he departmert to do that.Ilt newer goes as ést asyouwould like,
butI'm vay comfortable about herate d progress and th@lan we have to do that.

Theotherthingwere tryingto do at U.S. ¢€be Command iswe're taskel with generating the
cyber misson force, if you will, the ma& and wamen who ae goingto beaddressing the
depatmert's oyber need, from the ddensive to he offensive; ad then, éstly, to be pepared, if
directed by the pesidentand the seretary of defense, to povide DOD cgpability to deend
critical U.S. infrastructure.

As | think mary of you ae aware, the U.S. government ha desigated 16 sgments within the
private sedor as beirg of critical significance to the naiion's saurity. Think water. Think power.
Think aviation, finandal - 16. U.S. @be Command istaskel to be pepared to provide DOD
cgpability to defend that nfrastrucure.

We continueto move dong in tha journg/. We're about halfvay throwgh, the dgpartmert has,
between fiscd yea "13and fis@ yea "16. D wehave &out fou yeas to gnerate that
cgpability, if youwill. We'reabout halfway through that journg in time. We'reabout 40 pecent
in terms ofactual generation ofthe brceto date Again, it's praggressng well. We continueto
learn insightful lessonsas wecontinuethrough this.

| aways remind peplethis will bean iterative journegy, and where we are right now isnot
necessaily where were going to end up. Wre all trying to lean here. And cyber is an
environmen, a mision &t, tha continues to chrage.

And with that,l think I'll just answe any questions on ay topic you might have

REP. ROGERS Thank you, Admird.

Mr. Conavay.

REPRESENTATIVE MIKE CONAWAY (R-TX): Thank you,Admiral.

Your last @mments- that was adually the qustion | had written dow to &k you a&out,and
that isyour dforts a reauiting and redaining thefolks tha you need to defend & wdl as attadk,
assumng they get the orders to do that.

Given that ths skil set n the kind ofcolloquial wisdomdoesnt look like g you knav, dean-cut,
shorthared, weaing, you know, awhite Navy uniform kind of pe'son, hav doyoufold in the

kind of - or find thefolks with the mindset to beble to do thes&indsof speific technicd
things anddso hawe themindset to bexgood il or as an @ample, or solder?



ADM. ROGERS Thank you, sr.

So I'd male a ouple d comments. Rrst, the workforcewill becompo®d of both miitary and
civilian. S0 oneof thecomments| make to peoplés that gives us the opptunity to have a
pretty broad sweth of individuals.If you come outto the Nationd Seaurity Agency today, you
will seepeople with long powtails, T-shirts jeans, vely casudl, different agoroach to dong
things, as opposeto wlet the military force looks like.

| think thats oneof the advantages ofa military and acivilian component totte workforce We
can get a lroad range of cgpabilities and backgrounds. The dornit all have to bethe sane. They
dont all hawe to med amilitary requirement, sod spek, in terms ofphysical fitness, sandads
of uniform and othethings.

I'll tell you, when | stated working in cyber in thedepatmert 10-plusyeas ag, my numbe one
conarn was howare we going to be &le to recruit and etain the ma and women that weneed
to exeaute thismisson within the @nstaints wehave within the dgartmert?

Ten-plusyeas into his nav, and now, & thecommande of United SatesCybe Comnand, |
would tellyoul have been pleaantly surprised ty our aility to do hat, both in heuniformed
element of the workforce and in the dvilian dement of the workforce

REP. CONAWAY : | understend & NSA youd have that blend. Bt in actud Cyber Command
itsdf and then in theiéld, wouldyou have ablerd thee as well ?

ADM. ROGERS U.S. G/ber Command isthe sane modé
REP. CONAWAY : OK.

ADM. ROGERS: It's miitary and avilian. Now, theratios ae different. At U.S. G/ber
Command, weére probably 80 pecent military, 20 percent civilian. At NSA -

REP. CONAWAY : Is thee an issuewith pay differential between the twoworkforces, peple
doingthe sanejob, ore of them wering a uniform getting onescle, soneonesitting beside
them with a powtail, T-shirt and flip flops-

ADM. ROGERS I've never heard - I've never heard thd -

REP. CONAWAY : OK.

ADM. ROGERS - that isue aised.

REP. CONAWAY : All right. And doutretention,we've got - at Angelo State University in San
Angdo, Texas, weve got agreat cybertraining facility as wdl as at G@odellow Air Force Base
We spem - and theseare dl uniformed blks keing traned a& Goodgllow - alot of maney and a

lot of time giving the® kids ools ha are very vduable in the pivate sedor. So whis the
retention ssues thagou're dealing with?



ADM. ROGERS Right. So, knod on wood, to di retention has xcealed our epectations |
think thats laigely due to thefad - and it's notuniqueto cyber - you @an look on damost ary
military set, skil set. We are notgoing to compée on the bais of pay. Where we're going to
competeis wewill attract peoplewho hae - whowill beattracted to thesthosand ailture, this
ideaof seving something bigger than yoursdf.

We will atract peoplewho like the ide of sevice to the naion & a ore part of wha they do in
life. We will atract peope who ae attracted to the ide of you are doing somethingtha matters
to this naton and you ae hdpingto deend this ndion.

We will atract peopleonthe bais of we're going to let you do sore redly neat things. And
we're also attacting and retaining people on thebasis of, in ourculture, in our modé& we're
going to give you resporsibility a a pretty junior or youngage. That seens to have redly
resonate with bot themilitary and thecivilian pats of our workforce

REP. CONAWAY : Is thee - and | asked this question & Good&llow. We train an inantryman
to use a M-16, and they know howto do t really well. It's pretty clear tha when they leave,
they dorit take that wepon with them bad into the pivate sector.

Is thee an ethics element to thesecyber-trainedfolks? Because thg'll take that skil set with
them and wuld go rogueif they dont hawe the ight kind of mindset.ls thee sone pat of that
training and thet constantemindingthat we're giving you took that, mpropely used in the
private sedor, could dogrea ham?

ADM. ROGERS Ethics is clarly apart of what we do & aforce as an a@ganization, if you will.
| think it's the samechallenge for example, when we provide military menbers snipertraining.
We remind themyoure given thiscapability. We give you this traning urder aspeific set of
authorities for aspeific misson. And its notlegal or gopropiate to ug this oherwise. And we
do the sme thingin the cybermissons.

REP. CONAWAY : Thank you, Admiral; appreciate your work.

| yield back.

REP. ROGERS (Off mic.)

REPRESENTATIVE JM HIMES (D-CT): Thank you, Mr. Chaiman.

Thank you, Admird, for beng with us

We heard last wesk from General Cartwright tha moreneeds b bedore to set inernaiond
norms, sorething andogous b the lavs of war, with respetto cyber. I'm wondeing if you

could ke afew minutes to gve us some sex, as sonebodywhas in theday-to-day mix here,
about wha sone of thekey principles might be for thoseinternationd norms.



I'm obviously worried that in he d@sene of sud agreementsor norms, itmay take a caastrophe
and aretadiation to a etastrophe to fare people tothe tdle. Sol wonde, couldyou gve us a
sense mth wha you think tho® norms would lookike and, seondly, howwe could help
cdalyzethat ggreamnent aoundtheworld?

ADM. ROGERS Wsdll, firstly, | would stongly conaur with General Cartwright's commets.
We have got, | bdieve, to develop a s¢of nams orprindples for behaviors in this pace,
because,absent that kinaf thing beang totaly onthe déensiveis a \ery losing straegy to me.
It will cost a gynificant anountof mongy. It leadsto a mub decreased prabability of misson
sucess. Thds just notagood outcomédor us n the longrun.

And as you yoursdf referenced, and Repesentative Rogrs didin his opeing statenent, thee
doesnt seam to beaseng of risk amomgy naion-states, goups ad indviduals n the béaviors
we seein cyber, tha you can justdo literally amost arything you want andthere isnt a pice to
pay for it. Tha's notagood pla®, | would algue, for us as anation, and | would ague, more
broadly, for us ntemationdly to be in.

So what we’re trying to -- and I’'m not the primary in this, but what we’re trying to make an
argument, ifyou will, collectively is we need to develop a sé of noms andoehaiors that we
can fundamentally agree with as a starting point for how we’re going to behave and act within
this environment. I’ve seen an initial set of points that the White House has developed and, in
fact, has sheed -- have been raised in a couple of United Nation forums. We’ve talked about
things like treat certs a hosptals, eery naion-stae should havés compute emergency
cgpabilities |dt alone, every naion-state-- that would be dstabiizing -- you want evey naion
to have the ability to respond to cyber emergencies. You don’t want to take that capability away.

We need to define what would be offensive, what’s an active (warrant ?) Those are all issues
we’re trying to come to grips with right now. And in the absene of any current defnitions or
any current expectations of behaviors, now, we’re all in the -- left in the place where we’re trying
to guess what the intent is and we’re trying to guess how far things are going to go. That’s just
not a good pleefor us to be

REP. HMES: So in additon, you highlighted ore prindple there, | guess ®me sor of
agreement not to attack a nation’s emergency response capability. What else? What else would
you suggest? I mean, obviously, you know, there’s a difference beween takng down a
sovereign’s internal IT capability and, you know, trying to steal a commercial secret that’s
probably in law or & least in the lavs of war somedifferencethere.

So wha elsein additon to ®rt of isolating resporse capabilities--

ADM. ROGERS There’s discussion about do we want to put in standards about critical
infrastrudure for a naion-state. If you’re -- if you’re going to go down that road, then that’s a
step beyond these norms and behaviors. Therefore, you’re opening yoursdf up to poéntia
repercussons. ® the ida of aitical infrastrudure, sone discussbn dout natiorstate
applicaion gyainstthe @mmercial sector isaway to sed intelledual piopaty for ndion-state
gain, you know, tlat -- we have aways agued that that is not within the U.S. vision. We don’t



do that. We have always argued that’s not appropriate for the role of a nation-state | think that
would beamong them.

Goingafter, as| said, infastrudure. If you lookedat going after things thatcould leal to loss of
life, if you looked & going after things that couldéad to loss of ontrol, you know, & ouside the
norms of behavior, that those are the kinds of things we’re having discussions about, what -- how
do webuild the famework if youwill.

REP. HMES: Do you, & you sort oflook at the éscusson internaiondly hgppening here, do
you have any confidence that ths delate orthis disaussbn isgoing toadvance? And in
paticular, are we going to be dle to daw in bad adors like Chinaand Iran? Or is it going to, in
fact, take sone demondration of capability against them to get them to thetable?

ADM. ROGERS I don’t know, is the short answer. I’'m hoping it’s not the latter. Clearly, there’s
ongoing dialogue

You know, the othe complicator in this is| often will hear people u® thekind of nudea
andogy in terms ofhowwe were able to develop over time to devéop the concepts of
deterence, nams and béhaviors. | try to ramind people to emembe the chall engeof thenuclear
andogy is when we stated mog of tha work back in the 1950s ad the 1960syou hal a
cgpability -- in this cae nudea wegpons-- thatwere controlled puely by naion-staes, no
individuals or goups, ly avery smallnumberof naion-states -- you know two redly, to strt
with initially when wehad thesanitial disaussbns

That’s very different from the cyber dynamic, where we’re not only going to be dealing with
naion-states, but we’re going to be dealing with groups, with individuals, when we’re deding
with a @pability that isrelatively inexpensive and so eay to aquire, very unlike the nutear
kind of modé Tha makes this redly problematic

REP. HMES: Yeah, yeah. Thank you. Thaok youvery much. Thank you,Mr. Chaiman.

REP. ROGERS Admiral, there’s -- recently, there’s been some disclosure of Trojan Horse
malwae on paver networks and aitical infrastrudure Canyou talk doutwha the intention
may have been? Can youtalk ébout hat thred a little bit? Wha -- if you have any attribution to
any organization orndion-statethat mg have been involved? And kind ofput it in contex about

ADM. ROGERS Right.

REP. ROGERS -- wha this -- what this redly means forthe naiond seaurity interestsof the
United Sttes.

ADM. ROGERS: So we have seen instances where we’re observing intrusions into industrial
control gystems. Wia concerns us isha aaess, ha cgability, can be usal by naion-staes,
groups @ individuds to takedown tha capability. In fact, as you sawwith Aramco, or example,
to destry or bedestructive with tha cgpability.



We clealy are seeing instanaes whee nation-states, goupsand individuals ae aggressively
looking at acquiring that capability. What we think we’re seeing is reconnaissance by many of
those ators in an #empt to insurethey understand oursystems e that thg can then, ifthey
chooseto, exloit the vulnerabilities within thosecontrol s/stems.

Thosecontrol s/stems a& fundanentd to how we work mog of ourinfrastrucure aaossthis
nation. And it’s not just the United States, on a global basis. They are foundational to almost
every neaworked aspec of our life, from ou water to our powe to ourfinandal segment to he
aviation industry just as examples. They’re so foundational to the way we do -- we operate
complex systemsyou krow, on andiond basis.

It’s one of the areas when -- people oten will ask me so vina are the @ming trends hat you e
| think the indugtial control system ad the S@DA pieceare big growth areas of vulneability
and action that we’re going to see in the coming 12 months, and it’s among the things that
concern me the most because this will be truly destructive if someone decides that’s what they
want to do.

REP. ROGERS If -- or it was detemined tha that malware was on hosesystems, @n you bea
little moe ddfiniti ve on wha does that me® If | -- if I’'m on that system and I want to do some
ham, wha does that doPlow does that mpad the broaler -- do the lightsgo out?Do we stop

pumping water? Wha does thatedly mean? Andthe fad tha it was thee, does that nean they
aready have thecgpability to flip the svitch if they wanted to?

ADM. ROGERS Weéll, let me ask (sidanswer) the last part first, if I could. There shouldn’t be
any doubt n ourminds hat there are nation-states and grops outthere that havethe cgpability
to do ha, to enterour gstems, ® enterthose industal control systems, ad to swut down,
forestall aur ability to opeste ou basic infrastrudure, wheher it’s generating power across this
nation, whether it’s moving water and fuel, whether it’s moving, you know, some -- I’ll highlight
those beause those tadto be thebiggest foas aeas that wehave seen.

So once you’re into the system and you’re able to do that, itendlesyou todo things like, if |
want to tell powe turbines to @ offline and sbp generating power, you an do thatlf | wanted
to segment the transmission system so that you couldn’t distribute the power that was coming out
of powe stations this would en&le you to do ha. | mean, it endlesyou o shutdown vey
segmened, vey tail ored parts of our infrastrudure that forestall the ability to providethat
savice to usas citizens.

REP. ROGERS $o if -- and you’ve determined that nationstates hae that ability.

ADM. ROGERS Yes, st.

REP. ROGERS And thee was a public report, theMandiant ieport, tha referred to Chinese--
attributed to he Chinesegovernment haders beng on our-- some ofour critical infrastrudure

systems. |s thee any other nation-statethatyou believe has been sucessfu in getting on thoe
systems?



ADM. ROGERS There’s probably one or two others. I apologize if I could -- we consder tha
classified, and so in an open hearing, I apologize, but I'm not redly comfortablewith spdling
out sgedfics. But | would s& there is more than onenaion se outthere that we watch, that we
bdieve has theg capabilities.

REP. ROGERS S0 -- and the thrust of that question is really to say that it isn’t a one-off --
ADM. ROGERS Right.

REP. ROGERS -- acording to tha public report. Thee are multiple nadion-states who both
havethe @pability and have likely actually been on tho® néworks at somepoint

ADM. ROGERS Definitely more than one. And the other point I would make is we’re watching
multiple ndion-states invest in this cagability.

REP. ROGERS And when you say invest in it, can you talk about that, what that means? That’s
-- this isan important, | think, turn of events hee.

ADM. ROGERS So when | say invest n this caability, we see them dtempting to do
reconnassance on ou systems, attemptg to geneate insght about how ou neworks ae
strudured. We seethem doing reseach in this aea We seethem dtempting to std information
on how oursystems ae configured, the vey specfic schenatics & most of ourcontrol s/stems,
down to egineaing level of deail sothey can look a where the vulnebilities, howare they
constuced, howcould | get in and defeat them?

We’re seeing multiple nation-states invest n tho® kinds of capabilities.

REP. ROGERS Right. And wha -- so hd -- you mentioned this next group, so you’ve seen the
internaiond organized arime organization certainly statingto devéop ther capabilities, and
we’ve seen in some cases them using nation-stateli ke tediniques. Caryou flesh that out fous?
So now you’ve highlighted the nation-statethred, and this would,| would argue, is prolably that
onedown thagives us puse br conaern.

Can you talk about that threat and what it means and why It’s so difficult for the private sector to
try to ddend themskresaganst those threts?

ADM. ROGERS So wha we had traditionally seen in the aimind sedor was ciiminal actors,
gangs, groups, pedrating systems and ying to sed information ha they then ould %l or use
to generate revenue So aredit card information, sdling pasonainformation on- there's adually
amaiket outthere to sellpesonainformation onindividuds. They had been seding - we had
been waching them andobseving them seding data associded with geneating revenue.

Thenext trend thatl think we're going to see in the @ming rea term isyou will stat to seel
bdieve, in many instances sone of thosecrimind adors now @gaging not just n the thé of
information desiged to generate revenuebut alsopotentially as a surogate for othergroups,



othernaions. Becaise I'm waching nation sttesattemptto obsure, if you will, their
fingerprints. And oneof the ways to @ that isto use suriogate groups b dtemptto exeaute these
things foryou.

It's onereason, forexample, while werre watching aimina adors sart to usesone of thetools
that wehistorically have seen naion sttes usiig now, you're stating to seecrimind gargs in
some insdnces usig thasetools, which suggststo usthat inceasingly in sane senaios were
going to seemore linkages between the naion stte and sone of thesegroups. Thés atroubling
devdopment br us.

REP. ROGERS So cyber hit men for hire, redly, save naion sttes.| had alot moreon threts
but I'm going to do his quckly, butl justwant to ask this last questn. S in this ¢yber sharing
regime of which you talked aout, cetainly what our legislation pioposs, thee are concerns-
and | think they're valid withoutthe undestanding of exadly how it woked, madine to
madine ed time, millions of piees of iformation orpackets at the, youknow, sped of light.

How can we assure Americans ha ther persona information s notbang read or olleded or
usedby the NSA in that red-time, mahine-to-machine shang that wouldall ow you to hare
wha you knav with your mdicious urce code with the private se&tor,  they could proted
theirown neéworks?

ADM. ROGERS | think there's acouple ofways to his. Frst of dl, | remind peple, thisis
about computenawork defense, ot about intelligence Totdly different missons wit totlly
different objedives. Thesecond pint | would m&e is, weneed to very publicly sit down and
define justwha are the dements of infomation we want to pass b each other and we want to
makethat vey public. Theseare the speific data fields, tis is the speific information ha we
need, both whadoes theprivate sed¢or need and wha does thegovernment neel.

From my pespedive & the director of the National Seaurity Agency, when weadd, far example,
private information nto this, tha complicates thhngs for mebecausel have spedfic protections
thatl mustprovde to US. pason d#a, for example, that will slow us down. Th& notwhat
we're interested in. Thawould bea negative for us. It will lead to a slover shaing of
information and thiés notwha we want.

So | think sitting down and having a very public discusson ddailing exadly what were talking
about when it comes tomformation $iaring is ore way to do ha. And dso highlighting what
we're not &lking about. This is notwha we want to seel dorit want peope’s persond data I'm
not interested, ad sol want name, | want addesses, | want - thats nore of the kindsof things
that were talking about in this scaario.

REP. ROGERS (Off mic.)
ADM. ROGERS Right, and it not

REP. ROGERS And thisis nd the NSA pluggng into the pivate neworks of the Uhited Sates
and montoring those nawvorks.



ADM. ROGERS Whichis exadly why we need to do ths, beause ny comment is, lok, you
dont want NSA in that givate setor network. I'm not in that pivate se¢or nework. Theefore, |
am countingon the pivate setor to shae with usso #ll - wha I'm interested in from the private
sector is, wha | think | would owethe pivate sedor is hee's the spdfics of the theds we think
are coming a you. Here's whd it's going to look like. Here's the peaursor knds d activities we
think youre going to see before the actual attadk. Here's thecompostion of themalwae we
think youre going to see. Here's howwe think youcan dded it.

Wha I'm interested in earning from the private dor is, © tell me wha you actually saw Was
the médware that you deteded written along the lines that weanticipated, was it different? How
was it different. Hdp me undestand when yourespondel to this whd worked for you and wha
didnt work. How did you configure your negworks? Wha was efective? Wha can weshae
with others so that the insids of one nowome b the & of mary? Tha's the kind of bek-and-
forth tha we need with each other

REP. ROGERS And you madeavery interesting pointand | think it's ore of the,| think, biggest
perception pioblems of ths whole dbae. When you said theNSA is not on hoseAmerican
private sedor networks, can you takejustacouple ofsentaces - again, I'd add isimportant.
Because unfortunaely | think peoplewould bdieve the NSA is on her private s&tor networks.
It's not which is @andidly why the kad guys hawe so nmuch oppotunity to swvim around in here.
So can you jud talk abou tha? This b me is on@f the mosimportant poins if we can male
clear to theAmerican public today about wha we're trying to do and Wy tha pat - why thefact
thatyoure not on here and dont want to beon there is 9 important.

ADM. ROGERS So the Nationd Seaurity Agency is a reign intelligence organization, itis nd
adomestt intelligence organization. Thee are spedfic legd constrants placel on us wien it
comes to clhedion against U.S peasons. US. pasons ndudes the dfinition ofaU.S. entiy in
the form of acompatry. We're spedficaly legaly limited fom doingthat. We do not havea
presence on U.S. privée neworks ingde mmpanes. Thd's notwha we're about, ha's notwhat
our misson is. It's kecauseof tha ladk of awareness, T youwill, on ourpat tha I'm saying,
look, | need apartnership hee. We neaed to exchange informaion.

And on thefirst - you dan't want uson tho private neworks. You know if | wasa CEO d,
pick amajorbank, | woudnt want to betelling my shaeholdess, well, youknow, NSA's inside
our retwork. That's notthe way we work. But | would, | would think, want to tell my
shaeholdes, rey, look, we have a proactive sharng relationship whee we are gaining the
bendits of theinsights ha NSA is generating in terms ofwhat is likely to comeat us and w're
shaing with them, hee's wha were doing, hee'swha's effedive, hae's wha hasrt been
effedive. This i the hip we need fromyou. Thd's thekind of reationship | think we nead.

REP. ROGERS Important point. TheNSA isnoton Ameaican domest networks, butthe
Russans, he Chinese thelranians am mukiple othe bad actors ae. Mr. Ruppesbege.

REP. RIPFERSBERGER:Yeah. | dso want to gd into thetrench late but | think the diairman
has rased avery important issuelt's oneof the things that wérse been deding with in



devdoping legislation to protet our muntiy, to proted our businessefrom losng billions of
dollars. We spem alot of time negotiating, and thanks D this commiteeand the ©iarmaris
leadership, we've been ale to put bgetherabill that unfottunatey has notpassed in the Setaa
about he FISA bill that givesyou theauthority to do whd you reed to do.

What I'd like to do b to @t - for you in this open heaing so he American public can undestand
whd the cheks ard bdances ake for the NSA and the fad tha, agan, your focus s noton
American people and theargument fom piivacy alot is wha could hagpen. And | think that
debde isgood.I'm glad in this cowntry we have the privacy groups who écus on ha and déae
that so wecan come ta@etherand lean and develop legslation that dels with theissue of
privacy protections, ad if in fact someoneat NSA bresks thelaw tha they'll be héd
acountabe.

Thebill that we passedand unbrtunatdy it hasnt gonein the Senate, delt with a lot of issies
of bulk colledion. Theperception, unbrtunaely, of the Ameiican people s that beause tle
government contols  much ofjuststrictly aphonenumber nobodys nane, nobog's address,
but there was stll a peception to te public - unfortunatey the naiond media pushd it out
pretty far too - that sonehow NSA was listening It wasrit the @se.

So this commiteecame bgether. We developed legislation to ke bulk colledion avay from the
government. And now ifin fact, you know,you dl find aterorist situaion in Yanen,you ¢t
that infomation,you immedidely turn itove to theFBI because you dort havejurisdiction in
this country, and then with this legislation wehave has prejudicial and postjudicial review for
the FB basicaly at that point to move brward and atemptto protet us n in fact we neal to
proted us.

Also weare not listening o Ameicans atal. If we are listenirg to Ameicans, anAmerican's a
target, we have judicial review, the sae thirg we do in he United Sétes wth aimind cases.
You know, we get the court - if we need to havea search and sézure or a wiretap, we have to get
the murt. Thd's ourcheck and bdance in this county. And by the way, thechecks ard balances
we havein this legislation ae the mosstringent of any countty in the world.

So it's important, | think, the messge that ha toget outnow is ha -- is that we do hae privacy
conaerns,we do hae constitutional issues, andthere are checks and bdances. And if in fad
someonaloes bre& the bw, they'll be héd accountable I'd like you to getiinto morespedics.
Thecharman rased the issue on what happes if you do bea the lav and why you have the
checks ard balanaes thatyoure notgoing to be listeningto Ameicans,you dont hawe the
jurisdiction to begn with, and thats turred ove to the domstic side in his county with the
supevision ofthe @urt, privacy groups oerseeing it, that ype of thing. Its' along question, a
short aswer mabe.

ADM. ROGERS Yes, sr. So n braad tems here's a bgal aspet this county with the -- with
the supevision of thecourt, privacy groups oersedng it, that ype of thing. It's a lorg question,
so a shdransver maybe

ADM. ROGERS Yes, sr. So n brcead tems, here's alegal asped to this in erms oftheris a



court of law, whose authority and permisson wemustgain. We have to formdly pdition the
court if we'regoing to dofocusedcolledion ajainst a US. person. To do that wehave to prove
to a ourt of law that there's either aconnection with a breign naion, so hey're acting as an
agent of aforeign government, orthey're affiliated or connected with a terorist organization or
an entity that isattempting (to do % ham to U.S.or U.S. pasons. V& have to meke alega case
to a ourt. We have to present a level of evidencethat suggsts hey, thecourt shodd grant us
permisson to do that.

REP. RUPFERSBERGER:ANd that evidace is reasonalbe, articulable supicion; it's a RAS
tes?

ADM. ROGERS Right. So first there's a lggal control on ust hav we can colled against U.S.
persons, so topeak. In addition, the Congess ashe duly elected representatives of thecitizens
of the n@ion cnduds anoversight function. It's ane of theprimary roles, you know, thaled to
the geation ofthe HPC and the S€ in both houss, the idathat ourdeded officials would be
briefed on what we do and have ovesight and knevledge of what we doand how we do it tha
would act as therepresentatives ofour agtizens b ensurethat thee was an extemd pairty
monitoring wha we do, having awareness ofwha we do, béng briefed regulay onwha we do,
being formdly notified -- as you're aware, | do farmal notfications to he @mmittees, sg, hey,
as a méter of record | want you to know wé&e doing this, want you to knav we're doingthat, |
want you to knowwe've run into tiefollowing challenges.

There's an ovasight medhanismto this in addition interndly. We have creaed aprety extensive
ovesight and ompliance set ofmedanisns that @vern things like howwe control our déa,
who ha acess b that déa. There's training requirements forevery oneof our eanployees that
has acess b any of tha suchdaa. We control the numbes of anployees who have acess b
that dda. If you look at he bulk record, thephoneissue, for example, unde the Patriot Act,
Sedion 215, itwas songthing on the oder of gpproximately 30 people outof an organization
that numbes inthe tens of thousads.

Again, wetry to ensue that we maintain tght cortrol of thedaa tha we've been granted legal
authority to collect. We dont retain that déa inddinitely. We have different -- we have ddined
windows & to low longwe can retain data. And ance we complete thewindow, we purge dl
that dda and remove it. We dont hold dda forever.

We dso ae required to ensurethat wemaintain potedion ofthe daafromthe moment we
colled it to the moment weurge it. So wedont sdl daa, for example. We have to maintain
strict controls overthe iformation ha weve been granted athority to coled.

When weare doing bulk colledion ovesess, forexample, when webecome aware of data thd
spedfically is tied to aU.S. pason, we have to sbp whd were doing, and we have to either
makea decision in our o mind, OK is there alegd connetion hee with eitheranaion stte
or agroupthat we need to go to the murt to ge pemission, ordo wejust stopcolleding? We
haveto meke tha dedsion. We have to meke alegd caseif we want to continue if we're going
to target sonmeone



So theke's the |ga framework to wha we do. There's a sees of potedions ad ovesights D
wha we do both eiemd to the organization in rrultiple branches of ou govanment. Thee's
also a sees d controls n plae within the oganization. You know| -- it's onereasonwhy |
would sg, look, you can certainly disagreeaboutthe legditi es in erms of hey, is a bw good, is
alaw bad. My responsbility as the diretor of NSA is to ensurethat wecomply with the law.
And thee shoutint be any doubt n anybodys mind. We comply with the law. And when we fall
to do ®, wewill hold ourstves a&countable

REP. RUPFERSBERGER:AII rig ht. dust ore thing, becausel want other membes to fhave
some?) questions--

ADM. ROGERS (Sure?).

REP. RJPFERSBERGER:-- on the issue dhreat. Tednology experts wae recently
interviewed bythe Pewlnternet and Anerican Life Project. And amajaity of these tebinology
expets sad they bdieve a majorcyberattadk will hgppen baween nowand 2025, whid will be
large enoudh to ause sgnificant loss of Ife or poperty; losses, dnage, theft at the levds of
tens ofbillions of dollas.

Do you stare this grim assesment with he majoiity of theseexperts?Why or why not?
ADM. ROGERS | do.
REP. RJIPFERSBERGER:OK. Well, then &plain.

ADM. ROGERS Now, wha | have told my organization isl fully expect that dumg my time &
the @mmanda we are goingto be takedto help defend aitical infrastructure within the Uhited
States beause it 5 unde atadk by sone foreign retion orsorre individual orgrowp.

| say that beause, ayouve aready highlighted,we seemultiple ndion sttes ad then in som@
cases indviduds andgroups ha have the gpability to ergagein this behaior. We have sea to
date thisbehavior actually, as you saw in the-- asyou raised in he Aramco piee, we've atually
seen this destuctive behavior acted upongxeauted. We have actually seen physicd destrudion
within the orporae ®dor, knodk on wood, theihas be@ largely outsdethe Lhited Sates, butit
has hapenal. We have seen individuals, groups indie aitical U.S. infrastructure, you know,
that h& a pesence, that suggeststo ws that his is -- this vuherability is an aea that othes want
to exploit.

All of that leads e to bdieve it is oy a matterof the "when,” not he"if* that weare going to
see sonething damatic

REP. RIPFERSBERGER:Thank you. (naudible.)
REP. ROGERS And you're seéng attadks now, ®meyoure able torepd --

ADM. ROGERS Right.



REP. ROGERS -- butyoute unde attad today.
ADM. ROGERS Yes, si, every day.
REP. ROGERS Is U.S government cybernegworks unde attad today?

ADM. ROGERS Sir, people tiying to gain unauhorized access, feople atempting to sed data
potentially people attempting to manipulate dada.

REP. ROGERS And thd's hapening today. This is notsone theow, this isgoing to happa in
2025.

ADM. ROGERS No, thisis nd theosticd.

REP. ROGERS Wha you're saying is it might -- they might just get hrough bdore 2025, isthat
correct?

ADM. ROGERS | dont think it'll -- we'll have to wait till -- unfortunatéy my comment would
bel be it happe@s kefore 2025.

REP. ROGERS Ms. Bachmann.

REPRESENTATIVE MICHELE BACHMANN (R-MN): Mr. Chair, | justwant to thank ad
compliment you and the-- Ranking Membe Ruppersbeger for holdingthis important heaing,
as this commiteehas spat a gea deal of time onthis isue.l think that, Admiral Rogers, your
compelling testinony makes it clear to theAmerican people tha we need to even redouble our
efforts onthis aeaand meke surenot only are we paying attention but wée takingdired actions
to protet¢ the American people and oureconony from cyberespiorage and -- as well as our
military espiorege

I've had occasion D travel to Chinain August, andt was vel clear tha the Chinesesawno
diff erence between cyberattadks on nilit ary versus espionge and they were open to dang both
of them.

Thank you for this important information hat you're puting out. As we know, thetechnolagy is
changing rapidly and inaeasing rapidly. And ore areathat a lot of p@pleare beginningto be
engaged in andyet peopk have feas eout s thearea of cloud computng, mobie and doud
compuing.

So couldyou talk to us dittle bit about- and & afollow-on to heranking membeés question --
are there bad adors thatyou have deected-- and | dont know if this isclassfied informationor
not-- can you let ths canmitteeknow, ae there bad actors thatare -- thatyou have dready
deteded in the mobé and doud computing? And howdoes this adance toward mobile and
cloud computng change cyberactivity and cyberattadks going forward for the private se&tor as
well as for ourgovernment?



ADM. ROGERS Thank you, mdam. S, yes, we haveobseved both he doud, ifyou will, as
well as mohle handhdd digital devices becoming -- bang atadked, beng exploited. The mobie
arenain particular is an aeawhere, as| look to the iture if you ask me, s0, agan, wha are the
majortrendsyou're going to sedn the next 12 nonths efforts aganst the mobik side (s ?) one
of the top thre thatl would kind of highlight to say, hey, look, hisis a @mingtrend in no snall
pat because ifyou lookat the proliferation of devices, its -- the greatestgrowth thesedays isnot
in thetraditional corporae, fixed lamge nawork strudtures; it's in-- and this isboth tuefor us as
individuals, & dtizens, as wl as for mostof us n tems of busness-- you seethe sae
phenomenon in gvernment -- we are al turningto mobie digtal devices as vehcles to enlance
our produdivity, theability to wolk wherever we want, whenever we want.

Theflip side is hosesame thing that nake it atradive -- the ability to spread this ouside of
secure spaces, the ability to use it in all erts of environmerts alnost universdly in ary place--
that also rpresents an ireased potential or vulnerability.

REP. BACHMANN: So, Admird, can you spak alittle moee spedically to tha? Are -- is
mobie and doud computing -- is -- in your goinion, is-- are the American people and Ameican
companies morevulnerable thiough mobie and cloud vesus he sewvers orless orequd?

ADM. ROGERS On thecloud sde, you can see arguments oreither way. In genea | am
supportive otthe doud idea, because ny view is oneof thechall enges todefense is the ader,
if you will, of astructureyou have, the moe you have to deend, thegreaer the pobability of
people paetrating you.Oneof thethings thatl find dtractive @out hecloud isit collapses, if
you will, your gtadk surfacedown to sraller. Now, theflip side thoudn, is whee people who
dont like it would argue, well, youre kind of puting al your eggs in cne basket. $ if somebog
gets into the basket, they get right to dl the @gs. Tha is cetainly true

Theflip sdeis-- | would argueis this endlesyou to protet tha baské awholelot beter than
having multiple baketswith the ggs spead around and with the baskets # connected, & it
were. And | gpologize -- | never thowght | would betestifying -- (laughs)-- usingan andogy
about baskis and ggs. So I'm supportive of thecloud. | think it's the rght way to go.

REP. ROGERS We're looking for anew clichéin cyberdisaussbns. You nay have given it to us
right there.

ADM. ROGERS In terms ofthe mobié piec, it is really going to be prodematic, beause p@rt
of the whole idea of mohile is --

REP. BACHMANN: And it doesnt matter which mobile device, right?
ADM. ROGERS Yeah, it already --
REP. BACHMANN: You dont -- any distinction.

ADM. ROGERS Now, the way the whole negwork --



REP. BACHMANN: | dont want to lead you.l just--

ADM. ROGERS No, no. Theway thewhole ngwork, in some ways, isstrudured, the ickathat
youre justgoing to pul down whaeve applicaion you like-- I'd only highlight to people,
remembe, thoseapplicaions have alot of paential vulneabilities in hem. Look & -- you look
at all of us. We're out cansciousy searching for applicaions ha make our lives more
produdive, that makehings essier, more convenient for us, ad aso rgresents a lotmore
potential vulneability.

REP. BACHMANN: | gppredatethat. Well, | se2my time is up, sd yield bak. Thank you, Mr.
Charman

REP. ROGERS Thank you, Ms. Bachmann.
Mr. Schiff.
REPRESENTATIVE ADAM SCHIFF (D-CA): Thank you, Mr. Charman.

And Admiral, thank youfor your sevice to the muntry. You have, | think probably,
undoubted}, the mosdifficult job within thelC, and weére grateful that you took t on.

| wanted to ak you a couple lggislative guestions, oneon the gber bill. Oneof themajor
differences between the Houseand Senae proposals involves the shing of information betwen
the government and pivate setor, and whd requirements wél place on tre private setor to
remove pivate information bdore shering it.

Last nonth, h comments before the Chamberof Commerce, you mentionedhat the NeA
doesnt neal or want private information as pd of the g/berthrea information and that, in fat,
recaiving that infomation make your job hader. Given that, dos it makesense to equire
private companis to nake agoodfaith dfort to stip irrelevant pesondly identifiable
information bebre shamg cyberthrea informationwith the government or otherentities?

And then on the othr program, you madereferenceto the metalaa program. Asyou sav, the
USA FHeedom Ad failed to get the votes to nove forward earlier this week in the Senate, which
probably pushe that nto nex yea. It means wehave to strt dl over again.

Is theNSA, thoudh, noretheless noving forward with working with the telephonecompanes to
prepare for the new paradigm whee the @mpanies will hold onto her own dda? Thae's
nothing in statute that equires thegovernment to gatherbulk data soyou could nove forward
on your onvn with makingthe tehnological changes so ha we dort haveto wait until next year.
So ae we m&king progress on hetedinologcd adaptions ha well need to maké

ADM. ROGERS So, sr, two pats toyour question, and the frst part about $ould weattempt to
--if I mispagphrase, pleasejusttell me -- shoutl weattempt to filter up front, if you will, before
the dda is pushed to the.S. government, the removal ofany privacy?



REP. SCHIFF: Yes. $hould weask the private companies to nake ressondle good-faith eforts
to remove ay peasonainformation bebre they eithergiveit to the government orshae it
amongthe pivate se&tor?

ADM. ROGERS Right. I think thats all pat of tha point | was trying to meke @out kt's ddine
al this up fiont, © were just not willy-nilly pushing information for the s&e of pushing
information. We shoutl ddine exadly wha we want, wha we need and wha companies ae
going to provide justas the @mpanies shoutl expect us, he U.S.government, to ddine up front
just exadly what, and what are you not,going to give meand shae with me.

So | do ayreewith this ideaof we shoud build this all up font sowe have clear delineations of
exadly -- before the d#a eve gets © us, vwe shoutl have dear ddinestions of justwha we're
going -- wha the private sector is going to be shring with the government.

In teems ofyour seond question -- could you rdresh ny memoy?

REP. SCHIFF: Second question is,are you moving forward dready in working with the
telephonecompanes to make whaever technologcal adaptions hae to be madeso hey can
retain theirown cita, rether than thegovernment colledingit in buk, since both he DNI and the
administration support movig to tha modd? And there's nohing that prohibis you from dong
that;you dort haveto wait for the USA Freedom Ad. Are you moving forward with thoe
technologcd changes?

ADM. ROGERS Theshorte answer is no, in nosmall pat because the @rporate sidehas also
indicated to us wed ratherwait and ejustwha the speifics are going to beof any
requirements béore we start getting into makirg changes or stating to hawe discussons dout
the speifics of making changes.

| think pat of the easonfor that,| think on both our pespectives, has ben the hopdhat we
were going to cometo a soluion in the ner term. Oneof thequestions nowi'm trying to
consider is OK, so f we're unable togain the consersus n the wndow that wethoudt, whet are
the implcationsof tha®? Meaning, do wenedd to stat to reach outand have sone discussins
now?| dort hawe an answer to tha in my own mind yet, to behorest.

REP. SCHIFF: With respet; Admiral, there is nostatubry mandite of any kind for the
government to olled bulk metadda. The administration and the DNI have sad it's no bnge
necessay, that the teephonecompanis can holdonto her own daa. The only reason he
progran exsts isthat thegovernment went to theFISA Court to ask ito bless the program.

There's nohing preventing thegovernment from going back to the FISA Court and sging, were
going to cometo you onan individual, aseby-casebasis and doirg so. $ theg's no eason, f

you think this isthe @rrect policy, thatyou have to wat for the Congress b mandée you to do

it.

ADM. ROGERS In fad, that isthe arrent polcy that wére ading on right now. The president,



in his remaiks on he 17th of Januay, direded usto use thalegd court construd. We've been
doingthat shce Januay, even & he indieted-- and hewould turn to he Congess ten to, hey,
enact the legislation thatmakes the longterm changes thatyou think are approriate.

But weve dready been drected to useéhat modelWe now have to go to the ourt to acess he
data.

REP. SCHIFF: So is the government then no lorger colleding the bulk meadaa?

ADM. ROGERS Thedaa mntinues to ke provded to us We now, to acess hedaa, haveto
go to he ourt to g pemisson to acess hedaa

REP. SCHIFF: But why continueto gathe thebulk metalata, if both tie @ministration and the
DNI dorit think this is the best appoach?

ADM. ROGERS | guessI'm confusel, becaise | dont think I've head thepresident or theDNI
s& that theaccess b thedaa is notof vdue. What | think | have heard is the qustion gés o be
who should hal the dé&a?Wha the president diected in hisremaiks on he 17th of anuay is
well continueto implement the pogram as itis right now, while theCongess woks through
how we're going to meke the longterm changes. We will continueto do hat on a 96day
interval, so evey 90 dhys right now we have to go back and ask for continued pamisson.

REP. SCHIFF. Onelastcomment. | know I'm outof time. If the administration bdieves, ard |
undestand that thg do, ha the better modé is to @ to a @radigm whee the @mpanis hob
onto hear own dda, it doesmn'make sensdor us b continuethe ®lledion d bulk metalata.
We're not -- youre not legaly required to, and tbre's no reson notto moveto tha modd and
begin tha transition now.

I'll yield back, Mr. Charman.
REP. ROGERS Mr. Langevin.
REPRESENTATIVE JAMES LANGEVIN (D-RI): Thank you, Mr. Chaiman.

Admiral, thank youfor being here today and far the work thatyou and you team are doing a
NSA. Obviousy, it's important wok to the @untly.

So we had adiscussin just a 8w minutes ajo about sane types of thirgs we're sedng in terms
of cyberintrusions. Obvausly, ove thesepast sveral weeks the American people hae seen a
disturbing numberof cyber-related incidents, nduding the Séte Departmert, the White House
the Netiond Oceanic and Atmogpheic Administraion, the US. Postal @rvice and the industal
control gystems lha contol our critical infrastrudure, wheae we found sone very concerning
malwae on tho® control systems.

And theseof coursecome on the hels of other major atads, suches -- or intrusions-- suchas
at JPMorgan Chase Taget, Michadl's, Saudi ARAMCO, theSouth Korean banking attadks. On



"60 Minutes"last month, Bl Director Coney sad thee are two, and | quote, two kindsof big
companis in heU.S., hosewho hare been hadked bythe Chheseand thasewho dort know
they've been haded bythe Chnese" And obviousy, othernation-states ae doingthis, or
crimind enteaprises, et etera

So to date weve seen thesecyberincidents nainly focusedon dda breaches andindudrial
espiorege, but obvously wha kegys e up at night, andi'm sue you & well, is the vorry that
we could faceatruecyberattadk, which we haven't redly see yet ocaur tha adually causes
significant damage where attaders sek to get the samekindsof &feds throughcyber that
traditionally youd see through useof kinetic weapons.

And we know thd that tedhnology's out here, as you know, ad so ny question is,we know who
and how we wouldrespmd if we sawan atadk udgng kinetic wegoons, nissles or bombs. W
have &her the Pentagonor the lav enforcement ajencies would respond ¢ praed us n thoe
cases, orNationd Guad. But wha corfidence can you gve to the Anerican people, what can
you s& to the American people tha would give them confdence that wehave aplan in plae
and weknow howto respond if ether we saw an attadk was in the plannirg stages ready to be
exeauted, orif it was beng- the ade was given o beexeauted ad we saw it undeway and that
we could gop f.

At this pont is thee sufficient medchanisms in dace absent pesidental authority, or would it
require only presidental authority to sep in and oder an intervention wheeby we could prevent
that dtadk and pioted our country, protect our aitica infrastructure, e cetera? Do we basicdly -
havewe had abridgein placeto deal with the bueaucratic and legd hurdles? Or does it take
presidental authoity at this pant?

ADM. ROGERS Theshort amswe is I'm pretty comfortablethat wehave a broal agreeament and
a broa shaing of how we'regoing to do t, who would do wha Theroles ae clearly defined.
Boy, if | go ladk two yeas ago, 18 monls &o, we were spnningou wheels about, wé, whos
going to do wha We're way past tha. We've got good ddi neation within the deral government
as to who ha wha respasibiliti es. We've got goad braad agreementas to low we would go
about providing that @pability and the senario you hal talked ebout, with attadks ayainst
critical infrastructure

Clealy presidentdl authority is required for part of it. For example, for me as a DOD entity to
provide suppdr you knaw, in the US. to patnerwith others outsde the DOD arena, thats
required. If pat of the response,dr example, was going to be & dffensivecegpability, yes, |
would need goprovd of the president b do thatWeve got a bhoad agreement on that.

Thechdlengeto meis, weve got to move bgond the boad agreanent to get down to he
exeaution leve of detail. | come fom a military culture, and the miitary culture teaches usyou
takethose boad concepts and greements ad then you tran and you eercise and yau do itove
and ove, and thaet's what we've got to do net.

REP.LANGEVIN: So wha about less diet attacks, helesse things, cybercrime,
cyberespiorege?Onecould cetainly argue that the hunaids of bilions d dollars log to



cybercrime and cyber espionage sone of which is highly methodichand gstemdic, areredly a
massive thea to the American emnony, to comgtitiveness and jobs. \Wen does that beome
eonomt warfare and hav do we respond?

ADM. ROGERS First of dl, | think weére still trying to cometo grips withwhen does it become
eoonomc warfare. We clealy have tried to meke the agument that & try to differentiate
between thecgpabilities ofthe naion state and trying to undestand tle world around itversus
applying thecgpabilities of anaion stte ayanstthe pivate sector of anothernaion to geneate
eonomc advantage. You know, thatends, forexample - thats the majodiff erence, amongthe
major differences betveen us and ouChinesecountempats, whee we have argued we dorit
accet tha premise we dont use ouicgpabilities to @ dter private industy and otler naions, b
use thaas avehicle for us to gin economt advantage Tha's notwha we do.

To your kroader question, | think, thowgh, the shaer answe is were clearly trying to wolk our
way through dl those issues. ¥tend to tret it right now- you talked aout ciiminal actors. W\e
tend to tret it right nowas a lav enforcement isue, so th&Bl, for example, the pmary lead
there with Director Coney. | would ague clearly that @proah is rot achieving the esults that
we want. You know,we're sperling our time dealing with the repercussons of thependrations.

Wha I'd like to do 5, how @n we forestall thosependrations n the frst place, and as weve
aready talked todgy, thats abait thosenorms, thas abait thoserules of bénavior, thats about
those ides of deerrence Clealy thoseare areas where we still have alot of work to do.

REP.LANGEVIN: Thank you.l appreciate your answe, | appreciate the work youre doing. My
times exired. | have aquestion I'll subnit for thereord oncyber misson teans, tut thank you
for wha you're doing. | yield back.

REP. ROGERS Gred.
Ms. Shakowsky. And thee's abait a minute 15 seonds Eft on theclock.

REPRESENTATIVE JAN SCHAKOWSKY (D-IL): I'm going to be \ery brief. On theothe
side ofthis, wha can yousay to asste the American people in the Bsence of legslation that
would aldress her conaerns ove themass colletion of metalaa and concerns dout privacy
that, depite the &ilure of the Congress b pass kgislation, wha you ma be doingdifferently
that muld assuré¢hem that ther privacy is proeded?

ADM. ROGERS So wha were doingdifferently, as you head in the pesidents remaiks on he
17th of &nuay, he indicaed, hg, while | haven't see NSA violating the bw or attempting to
systemaicdly underminethe rghts or the pwacies of ourcitizens, I'm concerned about he
potential br abuse.Therefore, I'm going to ovelay a couple ofadditional requirements on NSA.
So for example, with the metalata, | want you to now @ to thecourt. It's nd enoudp thatyou
useyour own authority as the diretor, so to peak. Now | want you togo to the FBA court to
convincea judgetha you shoutl begranted @&cess. e didnt use to hae to do hat.

He dso drected- we usal to be ale when we went into - in thoseinstances whan wewent into



the dda we used to be ale to wha we do- what we call ed threehops, he amountof times we
could follow thestring so to eak. Thepresidentcame bak and sad, | tell you whd, again, |
want to put anothelevel of protection in here. | only want you to do wo hops, T you will, if
you think thege's a conredion. $ were not authoized now to follow thestring as you will, as
deeper as weused to be ale to do. Thosere - in terms ofthe méadata, thaseare probably the
biggest changes that ve've dealt with.

In addition, hes provided broad guidane in theform of PPD-28, whid is tndassfied doament
that the gvernment hasgenerated, whid in a \ery public, undassfied way outlines thegeneral
principles that wevant to makesurethat we gpply in condueting signds intelligence, the
misson of NSA. S were putting those pinciplesin place

In addition, weéve completed ove the courseof the last 15 nonthsor so aprety fundamenta
review of everything NSA does, wha we colled aganst Tha's all ben reviewed to ensue that
we're comfortablefrom apolicy paspective with wha we're doing.

REP. SSHAKOWSKY : Thank you.

ADM. ROGERS Yes, ma'an.

REP. RUPFERSBERGER:Onething on that, an, mog of wha the amiral just sid is in air
bill, that the Senate unbrtunatéy did nottakeup. And you were pat of puting that togethe

REP. SHAKOWSKY : | redize Right.
REP. ROGERS And jud quickly, so- and| think this isso mportant be@usel think thee was
some onfusion hee. When youre obtainirg the irformation forunde the Sedion 215 via the

court, ae youre not? So dont you hare to go to the court -

ADM. ROGERS Tha is corect. | gpologize. As | thought | indicaed, soevery 90 dg/s we have
to go to the murt toget permisson.

REP. ROGERS And so he ourt oveviews, oroversess -

ADM. ROGERS Oversees the pogram, continues to bok & the justfication -
REP. ROGERS Is thee content on thosphonecall s?

ADM. ROGERS No.

REP. ROGERS Are youtaking colleding, storirg content -

ADM. ROGERS No.

REP. ROGERS -- on plonecals obtined unde Sedion 21%



ADM. ROGERS No.

REP. ROGERS And theinformation ha you get is metadt. Does it contain Pl in that
metalata? Do you sbre the PII?

ADM. ROGERS You oould - well, it goes - again, I'd have to talk to alawyer. But you could
argue, | guess, ha a phae numberis RAl. Of coursethe ddlengeis - not the chd enge We get
the numbe not aname.

REP. ROGERS Yes. S there's no nanesand noaddresses
ADM. ROGERS No addresses.

REP. ROGERS -- the irformation of which you wlled, andyou usethat & anandyticd tool.
Do you Ielieve that that nformation s valudle in any counteterrorism eff ort that the United
States undetakes?

ADM. ROGERS Yes, | do.

REP. ROGERS And doyou have pesoral knowledgethat that infomation has led orassisted in
any counteterrorism investigation to help déend the Unhited Sates?

ADM. ROGERS Yes.| mea, | ddinitely think it has be@ of value and assigance to our
efforts.

REP. ROGERS All right. So justto meke sure This s really importent to me. No content is
colleded on ay dof thosephonecalls unde Section 215. You gea review by thecourt every 90
days, meaning you have to go back every 90 days with wha you've donewith it and howyouve
processed it and he you've handled it. And ifyou want to gofor anothe 90 days, you have to
makethe @seon why you do that.

ADM. ROGERS Right. We have to meke the @se for the rext 90 dys.

REP. ROGERS All right. So, you know, thee's osme notion lha we shoutint be prticipating
in this, | think was a bit onfusng hee. | think we've tried to get ths right by the ending of the
bulk metadata olledion bythegovernment putingit al in one plae Even thoudh tho®
protedions wee in place | think thegeneral consience of Amelicasaid,yes, itwas lega, it was
consttutiond but maybe thats notthe way to do t. Youve adjusied to ha, is tha comrect?

ADM. ROGERS Yes.

REP. ROGERS You've ajustkd to he new requirements. Thee are two, | think, competing
bills that are trying to get this right. But | would be cautious dout $edding that bdore there's
any legislative direction on fixing that, would bany caution, aad | know sme othes have cdled
for sonething different. And secondly, on the B from compaies, doft you have the @pability
to stip Pll from informaion? The NSA? Dont you do that tod@? You do ha in any case



ADM. ROGERS Right. 1 would think wecould do that in an atometed fashion Again, it's one
of those thmgs that, onef the easons wly | woud want to have adiscus®n abait exadly wha
kind of information wére talking about. Andl can also buld in the protections n tems of the
tedhnicd -

REP. ROGERS And | think this is - that wa an importat pat missd in tha convesation, that
even if acompary doesrit havethe capability today but sgs, hey, | have this maltious ®ure
codethat lookslike this. I'm going to give it to you. You would havetheability to stip out RI
before it ever got into your andyticd database isthat @rrect?

ADM. ROGERS | think -- | think wecould do hat.

REP. ROGERS Yeah. In past convesations, hat's at lest whd the NSA has told us;| bdieve
thats accurate. My only fea is -- and agan, this was the biggst debé&e; you want compaies to
paticipate -- because ths isvoluntary, we nead to make surehat the liabiliy standads ae right
if they arein fad in goodfaith trying to providemali cious ®urae code without Al that these
companies aen't held tosome diferent sendard when acddentdly -- and it could happa -- tha
PIl gets through.

So youd want the companies m&ing sone effort. You'd want the NSA to have asystem o stip
that RI before it got into the andyticd database which is eaierfor you todo, | would ague
than themultitude-- thousands of ompania trying to skare malicious soure code that ma
haveoriginated in Russa or China otran or North Koreaor someinternaiond organized aime
element.

| justwant to male surewe have that full and op@ discussin éout wha that looks Ike and
why there are concerns dout imiting the numbeof companie that couldarticipate. It just
adds nore vulnebility to the vhole g/stem.

ADM. ROGERS Right.

REP. ROGERS So | justwant to makesurewe've madethat dear and it was on our eoord.
ADM. ROGERS Yes, sr.

REP. ROGERS Admiral, you ae sawed bythe bél. Thevote-- the voteclock shows ero. But
agan, | want to thankyou for your sevice to the countty. Thanks fa stepingin at adifficult

time. Thanks forimproving the moele of theNSA folks. And | hopethatyoull takebad -- as a
committeethat in a bipetisan wg does pietty tough oveasight -- | think you've seen that dready

ADM. ROGERS Yes, st.

REP. ROGERS -- that wehave the utmosresped for the work that they're doingand thanksfor
their pariotism and stying on mssion despite what they might read in the newspaers.



So thankyou, sr. And thanks b the ma and wamen ofthe Nationd Seaurity Agency.
ADM. ROGERS Thank you, sr.
REP. ROGERS Thanks.

(END)



